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THIS MASTER AGREEMENT {“Master Agreement”) Is made and entered into as of January 14, 2015 (“Effactive Date] by and hetween
Coalfire Systems, Inic. {"Coalfire”), a Delaware corporation, and the Cllent named above. This Agreement sets forth the general terms and
conditlons pursuant to which Coalfire will provide services to Cilent, The parties may, fronm time to time, set forth the specific engagement
scopa and pricing of the services to be performed {“Services”} and the deliverables to he dellvered ("Deliverables”) by Coalfire In mutually
executed service orders (each a “Service Order”). The Master Agreement, together with alf Service Orders, may be referred to collestively as
the “Agreement.” In the event of any conflict batween the terms of the Master Agreement and any Service Order, the terms of the Master
Agreement will govern except and to the extent that the terms of the Service Order specifically state otherwisa, In exchange for adequate
and valuable consideration, the receipt of which is acknowledged, the partles agree to the following:

I, TERM AND TERMINATION.

1.1 Term. The term of the Master Agreament begins on the Effective
Date and contlnues untit such Yme as it s terminated pursuant to this
Section.

12 Terminotfon. Either party may {erminate the Master Agreament
for any or no reason upon providing weitten rotice to the othar party setting
forth a termination date at least 30 days after the date of such notice
{"Terminatlon Date"}, previded that any Service Orders In effect as of the
Termination Date will remain in effect under the teems of the Master
Agreement until completion of the Services and defivery of the Deliverables,
and payment for each of the same, as set forth in sueh Service Order,
Additionally, in the event that a parly Is in mnterial breach of any term of
the Agreement, the non-breaching party may, upon providing to the
breaching parly 10 days’ prior writlen notice deseribing In reasonabile detayl
such material breach, terminate this Agreement, provided thot the
breaching parly has not cured such breach within such 10-day perfod,
Furthermore, i aither party becomes or is declared Insolvent, becomes
stbject 1o a voluntary or involuntary bankruptcy or simifar proceeding
fwhich proceeding Is not dismissed within ninety {90) days of fiing}, or
makes an assignment for the benefit of all or substantially afl of its creditars,
then the other party may tefminate this Agreement Immediately upon
providing written notlee of termination o the Insolvent party.

1.3 Effects of Termination, Termtnatlon for matasial breach will not

preclude the non-breaching party from pursuing any and all remedies
avallable to It at faw or equity, Upon expiration or termination of this
Agreement or a Service Order for any reason: {a} Client will pay Coalfire’s
flnal involee for all amounts due under the terms of the Agreement; {b) the
provislons of Sections 4 {Indemnification), 6 {Limitations on Damages}), 7
{Confidential Information}, 8 (intelleciual Property Rights), 10.3 (Dispute
Resolution), 10.9 (No Third Party Beneficiaries), 10.10 {Non-Solicitation of
Personael), 11.2{¢} (NAVIS Ownership), and 11.2{¢) {Remedy) will survive
and remain contintdag obligations untt felly and finally parformed; and {c}
except as otherwise provided undor this Agreament, Coslfire will return to
Client all of Client’s Confidential Information upon Clieat’s raquest,
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2. FEES; EXPENSES: PAYMENT,

24 Feas. Coalfire will be pald at the billable rates and/or feas set
forth In each Service Order. All fees are nop-refundable, After the partjes
astablish the start date for Services In 2 Servica Order ("Start Date”), Citont
ageees 1o furnish Coalfire with at least ten {20} business days prior written
notfce of Cllent’s intent to delay, reschedule, or cancel a Coalfire stafflog
assigament under the associated Service Grder. If Client Falls to provide
such 10-business day notlce, then Clent agrees to relmburse Coalfire for any
lost billable hours caused by the reschedullng or cancellation calcutated as
the number of such lost hours multiplied by 509 of the hourly rate specified
in the project’s Service Order. geiiEiRE R R

CURGRIACIIIPRTRRER) [n 1o event, however, shalf the amotnt be
lass than $2,500. Coalfive will use reasonabla efforts to mitigate any {osses
that would othenwise e lncurred In connaction with such cancellation and
te apply such mitigation ta any amounts charged to Client,

2.2 Exgenses, Client fusther agrees to reimburse Coalfire for
reasonable travel and living expenses Incarred by Coalfire In connection with
the performance of Services. Unfess atherwise set forth In a Service Order,
expenses will be hilted in accordance with Coalfire’s Travel and Expense
Poliey, a copy of which Is available upon requiest,

2.3 Payment and Invaiting, Unless othenwvica agreed, Coalfire wili

invoice Client on o monthly basis; terms will be aet 30 days. All objections
by Cllent to an Invole must be made fn writing to Cealfire within 15 days
after receiving the invoice, if na objections are recelved by Coalfire within
stich 15-day patlod, then the Iavoice witl ba deemed accepted by Client, If
payment has not baen received as sot forth hereln, Coalflre reserves the
sight, In addition to any other fights it may have, to {a) suspend the Services
untll such payntent s made I full, {b} charge interest on the amount past
due at the lesser of 1,0% per month or the maximum sllowed by faw and {¢)
Involce Client for afl costs of collection lacluding reasonabie attorney’s fees,

24  Toxes. Excluding Coalfire’s ewn paysoll and income taxes, Client
wilt be responsible for payment of all taxes, Including state, local of
municipal safes taxes, if any, levied upon the Services provided under this
Agreement.  IF Client s claiening fax-exempt status, Client will provide
Coalfire with tax-exemption certificates prior to the start of any work. Clleat
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shall ke solely responsible for oblaining and paylag for any licenses and feas
related to the receipt of the Services and the use of the Deliverables.

3, MSURANCE, Coalfire will malntaln insuranse with financially sound and
reputable Insurance companles In sich amounts and covering such dsks asls
vsually casded by companies engaged In the business of professlenat
services, which Includes: (2} worker's compensation fnsurance eovering al
Coalllre’s employaes; {b) employer's Hability Insurance; (¢} comprehensive
autormoblla labllity fasurance for combined bodily Injury and propanty
damage; [d} comprehensive ganeral abillly insvrance for comblined badily
Injury and property damage; and {e} professionat Mabillty Insurance.
Furlhermore; to the extent that Coalfire Is engaged as a Qualifled Security
Assessor (QSA) coetified by the Payment Cerd lndustry {PCY) Security
Standards Council {35¢}, Coallire will maintaln &l types and amounts of
Tnsurance In accordance with QSA ebligatlons published by the PCI SSC.
Coalfire agrees to provide Cllent with speetmen certificates of insurance
UpDN request,

4. INDEMNISICATION,

4.1 Multual Each party will deferd, Indemnify, reimburse and held
harmless the other party from aad ogalast all losses, causes of actlon,
dalrns, allegations, Habilittes, costs, damages and expenses whalsoaver,
Including without fimitation reasonsble altornays’ feas, regardiess of the
form of attlon {“Clalm®), arlsing a5 & result of any injurles to persons or
tangible properly caused by the geoss negligence or willful misconduct of ils
ovn employees In cannection with the pedformance or recalpt of Servicas
vnder this Agreement,

4.2 gy Coolfice, Codlfice vill defend, Indemplify, celntburse and hold
frarmless Client from z2nd agalnst a1l Clalms to the extent atiribulable to the
Services or Deliverables Infringlng or misapproprating a third pary
intellectual property right {“Clalm of Infilngement”). If, ta Coalfire’s
oplnlon, any Service or Dellverable fnfinges or mlsappropriates any
Intellectual property right of a thicd party, then Coalfire may procure the
dght for Clfent 10 continue 1o bse the results of the Senviee or Dellverable, or
may re-pecform the Sendee or replace the Deliverable so that # 1s nen-
Infrdnglag and meets the orlglnal spacilications I all mateda) rospects, fFihe
preceding remadies are not reasonsbly avallable, as determined by Coslfire,
then Coalfira may terminate this Agreement or the applicable Service Order
and refund the price pald for the Infringing portion of the Services or the
Dellverables. The foregolng Is the sole and exclusive remedy of Clleat and
states the enlire Nabliity of Cozlfire with respect o Infringement or
mlsapproprlation of any proprletary rlghts by the Services or Deliverables,

4.3 By dient, Cleat will defend, ndemnify, relmburse and hold
harmless Coallre from and agalnst all Clalms to the extent atlsibutable to
Clent’s having furnished any Deliverable or any portion thereof to any third
party, or any third party’s rellance on such Deliverable or portion thereof or
atising as a resuit of Coalflre’s use andfor relfance an Information or data
previded to it by Client. €liont understands that its management Is solely
responsible for the stope, goals and overall direction of the Services, as well
as the Implementatlon of any course of action based on strch Services.

5,  REPRESENTATIO D RANTY: ACKNOWLEDGEMENTS

. 51 By Coolfire: Coalfire represents that the Services will ba
performed In a workmantike and grofesslonal mannar by lndividuals who
have skiil and expedente commensurate with the requlirements of the
Services. Coalfire wilt not be responsible for nenconformities ardsing from
natcutate, fnauthontle or Incomplete data or Information provided by
Client, or for fallures or delays anising from lack of cooperation of Client,

5.2 Bycilent; Client takes fuli and sole responsiblllty for the accyracy
and completeness of the Information provided to Coslfire for completing
each Servlca Order and for any ewors In workpapers or Deliverables
teselting from Coalfire” rellance on such lnaccurate or Incomplete
Informatlon, Client further acknov/ledges and agrees that (3] any culconte
of the Services Tavolving security assessment Is limlted ta a polat-ln-time
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examination of CHent's security status with the appilcable standards or
industry biest practices set forth In the Service Order, {b) the outcome of any
audits, assessmenis or leslng by, and 1the oplelons, advice,
recommendations andfor certifleation of, Coalfire do niot constilute any
form of representalion, warranty or guarantee that Client's systems are
secure from every form of attack, even If fully Implamanted and {¢} In
examining Client’s compliance o non-compllance status, Coalfire relles upon
agcurate, authentic and complete Informatlon provided by Cilent as well as
usa of certalin sampilng techniques.

§3 Nolmplfed Worrontlzs, Other than those expressly contalned in
this Sectlon, neither party makes any other representations of warrantles,
Implted, statutosy or otherwise, with respect to the Services ar Bellverablas,
Coalfire EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING, WITHOUY UMITATION, ANY WARRANTIES OF
MERCHARTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, .

G UIMITATIONS ON DAMAGES, Nelther €llent and its employees, offlcers
and directors, on the one hand, noy Coalfire and 118 employees, offiters and
direclors and licensors (fneluding without limitatlon the PCI $5C), on the
other hand, will be fizble to the other under the Agreement for
consequentlal, fncidental, Indirect, punitive or speclal damages, Including
commerclal toss and lost profits, or any olher similar damages under any
theory of labllity whether In conteact, lort or strket labllity, howaver caused
and regardiess of legal theory or foresecabliity, direcily or indlrectly, aristng
under this Agreement, even If such parly has been apprised of the possibilly
of such damagaes. In na event shaltilability under this Agreament of Coalflre
exceed those fees pald 1o Coalfire by Cileat under the applicable Senvita
Order.

7. CONFIDENTIAL INFORMATION. Each party agreos to tomply with the
terms of any nondlsclosure agreement batween Coalftre and Clfent (*NDA",
If no such agreamant exlsts, each party agrees that, during and after the
term of this Agreament, It will keep confidential and will nat, wilhout the
other party’s priar wrllten consent, use or disclese ta any thied party any
confldential or proprietary informatton relailng 1o \he business of the other
party or that panty's customers iearned by such party or dlsclosed to such
party In connectlon with this Agreement. The restrictions of this Sectlon 7
will not apply to any Information that () Is o bacomes generally avallable to
the public other than as a sesult of 3 breach of this Sectlon 7 by the recelving
party, {I} was avallable to the recelving party on 3 non-confidentlal basls
arlor to Hs disclosure under this Agreement, (i) becomes avallable to the
receiving party on a acn-confidential basls from a Wbird party which was not
itself hound by a conlldentialily obligation and was free to disclose the
tnformation or {iv) is required by law to be disclosed pursuant to a valld
ordec or request.  Coalflee, a5 an auditor, may retaln and access one
complete copy of work papers and related audtt documentation for a perlod
of at least five (S} years from the applicable Service Order campletion date
or such langer pedod of ime required to satlsfy any applicable legal or
regulatory requlrements, Afl such Infarmation shall ba held confidentlal I
accardance with this Agreement.  Coallire has no lfabllity for actions by Visa
USA, PG or 80's membar organtzatlons, thelr employees, offfcers,
eonsultants, subcontraclors or affilfates with respect to Client's Coanfidentlal
information contalned 1 the any fermal complianca attestatlon repoert
subject to standards published by the PCL $5C {Including, but not limited to,
Repott an Cempliance, Report on Valldation, ASV Vulnesabllity Scan Report,
and other developed mateddals),

8. |NIELLECTUAL PROPERTY RIGHTS,

84 Cllent understands that Coalflre Is engaged to vse its existing
knowledge, talaing, expedeace snd propietary melhodologles (“Coalifre
Mathodologles™} to assess Citest's Informatlon technology system and
cerlaln seturity aspects thereof and to provide a written repost regasding
such secyrity aspects ta Client,  The Deliverables, as deoscribed In the
applicabla Service Order, vill be owned by Client and, subject to Sectlon 8.2
below, Coallire will assiga to Cilent all right, title and Interest thareln.
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8.2 HNolwithstanding anythlng In the Agraement to tha conteary,
Cilent vlll not acqulre, and Coalfira vill not asslga, any Hght, tla or faterast
In or to the Coalfire Methodelogles or any text, data or other matertals that
were owned by, or licensed to, Coalfire prlor ta Coalflea's performance of
Services under the applicable Service Order (*Pre-existing Intelleciual
Property”}. As between Coalfire and Client, Coalflra Is and will comaln the
ownar of all Pre-gdsting Intetlectual Property and aif pracesses, knaw-hovy,
methodolegles and technology used in conneclion with previding the
Seevicas, If any Deliversble, as daseribed In the applicable Senvice Order,
Includes any Pre-oxisling Intellectuaf Property, Coalfire hereby grants to
Client a perpatual, non-exclusve, royaity-free lcensa to make a reasonabfe
nynber of coples of such Deliverables (with the Pre-exdsting Intelectual
Property thereln) solely for Cliont's internal bustaees purposes and to the
oxtent that such license s required to enable Cllent to make use of Coalfire’
Services hereunder. Client acknowledges that all such Dellverablas and
reparts, workpapess, programs and other materlals previded by Coalfira
Under Whis Agreenent are solely for the specified fnternal vee of Chient,
Cllent’s aud(t committee, its board of directors and its external audltors, and
may not be vsed o7 refled upon for any other purpose, Cllent further
ackacwledges that Cent’s management is solely respensibla for the desipa
and implementation of an effective centro! system and environment, Cllent
hereby geants to Coalfire a perpetual, ngn-exclusive, royally-frea flcense ta
vse any new knowledgo, techaiques and methodologles developed by
Coellire In the performance of the Services and the creation of the
Deliverables,

9, PUBLICTTY. As an Independent assessor, Coalfire may from time to time
be requested to acknowledge that Coalfira Is Client's assessor and such facts
may be Indegendently published by third parties, suchas the PCI S5C, credt
card brands or athers. For the avoldance of doubt, Cozlire or Client may
acknowledge that Coalfire serves as Clienl's assessor of govetnance, risk
mansgentent and compliance (*ITGRC"} service provider, provided that
Coaliire dees pot disclose the sesults of any praject. Unless othervise
advised, Cozlfire may use Cllent’s name as a reforente for IT-GRC prajects
performed by Coalffre.

10, GENERAL TERMS,

104 Ameadaients, No amenadments or other varistion to this
Agreamant will be effective unless In writlhg and signed by an authorlzed
persont on behs(f of each party,

10,2 Asstanmeqt, Kelther party may asslgn or alherwise teansfer any
of Its rights or obllgations under this Agreemant ta any third party without
the exprass wrlltea consent of the other party, such consent nat to he
unreasonably delayed, conditlonad or withheld, Any sttempted assigament
or transfer In violatlon of tha foregolng vall be vold, This Agrdement will be
binding ugen, and viill lnure to the bencfit of, the parties hereta and thelr
respeclive permitled surcessors and assigns.  For the purposes of this
Agreement, a change of cantrol will not be considered an asslgnment,
subcontract or transfer of rights hereunder,

10,3 Dispple Hesolutlon, No aclion arlsing out of this Agreement,

regaroless of the form, may be brought by elther party mora than ona year
after the cavse of actlon has accrued, except that an action for non-payment
may be brought within one year after the date on which the last payment
vas due. Any material dispute between the Partles arising out of or relatlng
1o this Agreement, Including with respact to the faterpretation of any
provislon of this Agreement or with respect to gefformance of nen.
performance undef this Agreement, will ho rescived as provided In this
Sectlon,  This Agreement will ba taterpretad and construed in accordanca
wilh the substantive taws of lawa and the United States generally applicable
thareln, without regard to any provistons of ils cholee of law rules that
would resultin a different outconte, This Agreement willnot e governed by
the Unlted Natlons Conventlon of Contracts for the Internatlopal Sale of
Goods, the applieation of which is expressly excluded. For any lftization
arlsing out of or relatlng to this Ageeement, regardless of the form of action
or the parly that Initiates it, the parlles Ireavocably and unconditfonally
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submilt 4o the exclusive jurisdiciion of and venue In the United States Dlstret
Coust for the Dlstrict of Jowa or, If that court does not have jurisdictlen, in
the Superlor Court of the State of lowa, The partias expressly and
uncanditlonally walve the Jurdsdiziion of any forelgn court or tribunal and
additlonally walve any trial by Jury In any actlon, The paetlesirrevocablyand
untonditlonslly walve any objectlon to the laying of venue of any
proceadling ardsing out of or retatlng to this Agreement In such courls. Tha
partles fuither consent to tha Jurdsdiction of any state or fedesal court with
subfect malter Jusfsdlction located vathin a disteict that encompasses assels
of 3 party agalnst whom & Judgment {or award} has been randered for the
sole purpose of the enforcement of the Judgment {or award) agalnst the
assels of such party, In the event Coalfire Is requlved to ¢o mply o¢ raspond
vilh an order, subpoena or requltement of a court, adminlstrative agency,
governmental body or dispute resolution organfzation in any legat actlon
Involving Cllent, Clfent witl pay the attornays' fees of Coallira and the regufar
hourly fees of Coalfire personnel In complylng or responding with such
order, subpoena or requirement.

1049 Entlre Agreement, This Agteement, which Includes the Service
Ocders as well as any willten emendments, constilites the enlire
sgreement  between the parles and  suparsedos al) previous
communications,  representatlons, underslandlngs, concurcent or
subsequent purchase orders, and agreements, whether oral or wriltan,
between the partles or any officer or representative of the pariles, Any
purchase arder or other document issuecd by Clienk wilf be effactive only to
confitm mulually ageeed vpon Services, Defiverables, fees and Umeframes.
Any legal terms or conditions on such girchase arder or document viill bo of
ne effect. Cllant has not reiled upon any representations other than those
setforthin this Agraement and the Service Orders referred to heeeln,

105  Execulion; Counterports; Fleetronic Sfanplures,

(a} This Agreement Is not bindlng upon either party unit) 5t 4s
signed by an authorized corporate raprasentaliva of Coalfire and Client,

[b} This Agreemaat may be executed In counterpart orlginals,
duly slgned by both partles, each of which will ba deamed 2 orlginal, but alf
of which, together, will constitule one and the same Agreement,

{c} Coalfire and Client agres, and hereby state thalr collectiva
Tntent, o conduct transactions via electronie means. Accordlngly, Cllent
reprasents that Clent's emall system incudoes secleity measures of
sulficlent  effleacy {e.g, password protection} that any electranic
coirespondence from such ematl address that refors to this Agreement
andfor any Sesvice Order wilk: {1} vonstituta suffictent evidence to establish
the [dentity of Client as the sender of such electronte corespondence; (i) be
effective as conflrmatlon of the Intent of Client and Cozlfite to conduct
lransacllans by electeontc means; {ilf) be effectivo as dellvery by Cilent of 2
ranually exacuted counterpart Lo this Agreement andfor the Service Order
referenced In the electronlc cofcaspondence; and {iv) Indlcate Cllent’s
sceeplance of the lerms of, and Intent to autheallcate and slgn, this
Agraement andfor the Service Order refarenced in the eloclrante
correspandence. For tha avoldance of doubt, Cllent axpressly agreas that
any such response or confirmation fssved by ar on behalf of cllent will
canstitule an electronlc signature, enforceable vader alf applicable laws and
wilt be determined 46 have heon sent by Cllent,

10.5 force Mafeure, Coslfire and Cltent wiii not be llable for any
falture to perform or defay In performance of its obligations under this
Agreament or any Service Order, resutting from the elements, acts of Ged or
any other causa beyond the reasonable control of the party fablng to
perforay.

10,7 Headfpas, The headings and Sectlons herein are for reference
purposes anly and do not In themselves convey any rlghls or create any
raspansibllittes not specifically designated within the Sectlons.

10.8 {ndepeqdent Contragtor felationshlo, The partles understand

and agree that the personnel assigned by Coalfire ta Cllent vnder this
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Agreement ara Coallire’s employess ar agents. Undsr no clicumstances aco
such persannel to be considared Client employees or agents. Coalflre wil
perform its obligations under this Agreement a5 an independent contractor
and not as an agent or [olnt venture paslaer of Cilent.  Under no
¢drcumstanees shall Client’s emplovees have any authorty to act on behalf
of Coalfica,

10.8 Mo Thid Porty Bepefiglades, Ho term or proviston of this

Agreament Is intended ta be, or will ke, for the benefit of any persen, flem,
organization or cerporation nol a party hereto, and no such third party will
have any right or cause of action hereunder.

10.10 Nen-Selleftation of Personnel, Nelther gacty will actively recrult
the ather party’s personnel engaged In providing or receiving Services under
this Agreement, In light of the conslderable efforts and expenses requlred
to recrult, train and malntaln Coalflre persennel, Cllent agrees not to hire
Coalfire personnel Involved In providing Seevices herounder for the duration
of this Agreement and for a period of one year following the conclusion of
viork, unless Coalfire provides Client vith prior writlen consent. If Cllent
hires any Coalfire personne] durfng the eforementioned perlod, and pror
weilten consent hias not beea oblzlned, thea Client vAll pay 2 conversion fee
equal to 50% of the then-current annual salary of each Coaliire personacl
converted [n contradiction of this Section. Such converslon fees will be
frvolced to Cllent and due to Coalfire as set forth In Sectlon 2 {Fees;
Expenses; Payment} of this Agreement.

10.1% Notfces, Any nolleas required under this Agceement villi be In
witing, Notlces will be delivered In perzon or sent by overnlght courler or
facsimile addressed 1o the addresses In the Seevice Ordar. Motlce witl be
affective whan sent by overnlght courier or facstmife or upon delivery If
deliveradin person.

10.12 Performance of Servicas, Coalfire will perform the Services at
sltes estabiished by Client unless otherwlse ogread to In each Service Order,
provided, however, thet Coalfite may conduct sampling In connection with
the Services fram any sites that Coalflce deems appropriate.

10.13 feasopobis Cooparatfen. Cllent wilt reasonably cooperata with
Coalfire and take all actlons reasonably necessary to ensble Coalfire to
perform the Services contemplated hereln. To that end, Client will provide
on a Hmely basls all Informatlon, as well as access to systems and persennel,
reasonably requested by Coalfire to enable Coalilre to provida the Senvices,

10.14 Severabliity. Il any proviston of this Agreement Is deteemined to
be unenforceable or Invalld, the remalning provistons of this Agreemant will
remaln In full force and effect.

10,15 Subcontrociing. Coalfise reserves tha right to employ ageals
and subcontractors to asslst Coalllre when providing any part of the
Services. Any reference to Coalflre’ staff In this Agreement lncludes agents
and subcontractor staff, Coalfire wilt rematn Hfablz to Cllent In respect to any
Sewvlces provided, subject to the olher provisions of this Agreement. Where
Cllent cequlres Coaliite to contract the sesvices of a subtontraclor specified
by Cilent, Client will accept responsibility for the work to be performed by
such subcontractor. Cozlfice shall not be rasponsible for, or Hable to Cilent
or to any other third party for the work performed by, ail acts, omisstens,
defaults and neglects of, such subicontractar(s), or Coalfire’ rellance thereon,
In the above clreumstances Cllent wilt ba respansible and abla for, and wil
indemnify and hold Coalfire hormless sgalnst any and 2] lablity which
Coalfira may Incur to any person and against all cJalms, demands,
proceedings, damagas, losses, costs and expenses {including reasenable
attorneys’ feas), made agalnst, suffered or Incurred by Coalfire, directly or
Tnditectly as a result of or in connection with the work pedormed by any
such subcontsactor, In addition, should Coalfite Incur any expenses in
reviewing, auditing or correcting the work of a subcontraclor specified by
Cllent, Cllent shall promptly relmburse Coalfire for such expenses.

i1, ADDITIONAL PROVISIONS REGARDING CERYAIN COALFIRE SERVICES.

Subject to the terms and condltfons of the Agreerment, Including the
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apalicable Sesvice Orders, Coalfire may sel or leense to Chiant, and Cliant
eay purchase or llcense one ar more of the followlng Seevices: (a) security
assessment services, as further descibed below; (b} IT compliance
assessment and management solutlons and services (“NAVIS Services”
described below); or {6) IT augdlt, control develapment, IT risk assessment,
Incldent response end consuliing services.

111 Security Assessment Services, t the Services requested by Clent
In a Senvdce Order include technical securty testing, penetration tesiing
{including physical, application, ethical or network penetration assessmeat
and testing) or compuler forensle services, Coalfira will use varfous
commerclal, epen source, freely disteibuted or praprietary tosting tools,
lechniques and monitoring methods o evaluate ke devices, seftware or
resources {collectively “Systams®) Ideniified by the Cllent, and vedified by
Cozlfire, a5 within stape, Coallire may, at ils discretion, also use tools that
meet the definition of malwace by antiwimus platforms. Coalfire Is hareby
authorized to perform those Seivices Identified In any Service Order subject
to thls Agreement on Systems, Including IP addresses, identified by the
Cllent as within scape. Coalllre is not responstble for adverse consequences
rasulting from Inaccurate Tnformation, Including Inaccurate 19 Addresses,
furnishad by Client with respéct to any System,

1.2 NAVIS Services « IT Compllance ssment gad Monogenment
Solutions and Servicas, If the Seavices requested by Client In a Servica Order
Include Cllens ateess to any of Coalfire’s NAVIS Services {i.e., hosted
complianca assessment or management solutlons Software modules), then
the terms and conditions of this Section 11,2 willapply. Far purposes of 1hls
Agreement, “Softwate™ means the computer progeams, software
applications, maodules and Interactiva computer service fer compllance
assessment and management solutlons and its applicable documentation (If
any), Induding without Hmitation, all retated Intecfaces, funclionality, web-
servicas, suppioments, add-on components, corrections, modiftcatlons, bug
fixes, enhancements, updates, new verslons or releases that Coalffre
subsequently may make avallable to Cllent, ta the extent that such ltems are
not accompanled by a separate end uses lfeense agreement.

(o} icense Grant. Subject to tha terms and condillons of This
Agreement and the appllcable Senvice Order {neluding Client's obligatton to
pay all fees when due), Coalfire hereby grants to Cliant a Himited, pessonal,
non-axclusive, nos-transferable, revocable dghtand license, without right ta
grant sublicenses, during the tcense Term (a5 defined below) far Cllent 10
access and execule the Seftware electronfeally via the Intemet and use tha
Software solely within the lfeense scope set forth In the applicable Service
Order and solely for Cllent's Internal bustaess purposes. Coalflre wiil make
the Software available fo Clleat via a digital information procassing,
transmission and storage system {“Servec*) malntained by or on behalf of
Cealfire, Coalfire reserves the sight to modify the Software at any time a5
bysiness needs dlclate In Coalfire's sole discrellon, provided that the terms
of this Agreement vill remzln In effect and vill govern Client's use and
obligations with respect to any modifed Saftware, For purposes of this
Agreement, “Lleante Term™ means the period of tme dasignated I a
Service Order during which Cllent Ts authorized to access and use the
Soflvrare pussvant to the lerms of this Agreement, Any use of the Software
not expressly permilied in this Agreement fs prohibited.  Cllent
acknowledges that the Sofoware and its struclure, organteation, and sousce
code constilute valuable trade socrets of Coalfire and its suppliers, It fs
exprassty undarstood that 1he use of the Software Is subject to the terms of
this Agreemaant Includ!ng, but aot limited to, Sections 5§ and 6.

(b} Suppost and Other Services. Subsceptions to Coalfire’s
HAVIS products eatitle Cllent to access the Software for a 12 month perfod
of for the term stpulated In any Senvite Order subfect to thls
Agreement. Reasonsble access to a Coslfire advisor, if purchased, s
available within the flrst 90 days of service Inltfaton to support use of Navls
software and customer compliance fssues, theraalter, Coalfire advisars are
avallable for quarterly chock-tns for up 10 one-hali hour each, and anadvisor
may proactively contact you to provida this follovrup support. Additlonal
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support time may be purchased, if needad, bayond tha Inftlal g0 day perlod
at tha cligat's request, Cllent acknowledges that Coalfire has no controt over
the stabllity and thraughput speed of the Internet or avatlabllity of the
Software on a continwous and uninterrupled basls, Subject 1o Cllent's
performance of 2l of obligatlons hereunder, Including the payment of all
fees whon due, Coalflce will provide Chient vith technical asslstance as s
reasonably necessary 1o access tha Software via telephone or remote weoh-
based suppast {collectivaly, the "Suoport Services™), This Agreement does
ot othenvise entitle Cilent to recelve obect cade, sourca code, onssite or
addhtional Installation, or tralnlng, technleal suppor, telephone assistance,
enhancements, updates or bug fives for the Software. Conlftre, In Hs sola
diseretion, may provide Cllent with any such Support Sanvices epon {erms
" mutually agreed upon betwaen the partles In & duly executed and delvered
wiittlng which will be billed at Cozlfira’s stendard rates and prices In effect
from tima ta time or as mutvally ageeed between the paities in a Sendce
Order or equivalent wilten agreement. Any software or olher programs or
materlals previded to Client as part of th Sugport Services are consldercd

part of the Softvrare and wiil bp subject to the terms and conditlons of this

Agreameat, unless sthenvlse mutually agread ugon by the partles Inwriling,
If requested by Clieat, Coallite, la lts discretlon, may provide consullting or
Professtonal services, which will ba biled at Coaifte’s rates and prlces
pursuant to terms and condillons to be mutually agreed upen batween the
paritesin viriting,

{c}  Qwaership. Client acknowledge that: {1) the Software and
all right, thls and Inferest thoreln, including without Imltation, aff
intellactvat Praperty Rights n and to the Software, are tha sole and
oxclusive property of Coalfire and {ts suppllers, ({I) Cliont recelvas no fight,
1itle or Interest In or to the Softwiara excapl as exprassly set forth hereln,
and (i} ol tite and 1P Rights In and to @ay dats or content that is not
cantalned in the Sofiware, but may ba aeeessed thraugh use of the
Software, 15 the property of the respective content owners and this
Agreement grants client no tighis to use such content, I Cllent, any of its
users or any of Cllent’s affiltates are deamed to have any ownership Interest
or other rights in the Software, faduding any and all derivative works,
enhancements or athes madifications therato, then Cllent will asslgn and/or
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tause such pailles to asslgn, and Client dogs hereby assign, frrevotably and
toyalty-frea, all of such ownershlp Intecest or other rights exclusively to
Coalfira and Chent will, at Coatfire's reasonatle request and expense,
complete, execute and deliver any and all dacuments necessary to effect or
pedlect such asslgnments,

{d} Remedy. If Client Is dlssatisied vith the Software, then
cleat’s sole and axclusive temedy hereunder will be for Cllant to
discontinue Cllent’s use of tha Software and terminale the Servics Oeder
under which Cllent obtained rghts to access the Seftware, Notwilhstanding
anythiag hereln fo the contrary, the tola! cumulative Hiabllity of Coalftrs and
its emplayces, officers, directors and fieensors in connaction with the
Softwara wilt In no event exceed the amount of any fees actua Ity pald by
Client to Cozlfie for use of the Softwara hereunder, Cllent ackaowledges
thatthe disclalnars and imitations hereln reflact a falr allocation of sk and
that Coallire would nat enter Into this Agreement without such Pmilations
on its fiabllity, and Cllent agrees that the foregalng disclatmers and
limftations wil) 2pply notwithstanding any failure of essentlal purpose,

113 pClAssesement Services, I the Services requested by Cllent ina

Service Order Includa a poi assessment, then the provislons of this Seclion
11.3 ara effective. For purposes of this Sectlon, the terms “Assassment®
and "Reguesting Ciganlaation™ have the meaning ascribed to thosa terms In
Appendix A of the Pl Securty Slandards Validation Requirements for
Qualifed Securlty Assossors {Q5As), a copy of which Is located at
https:/fwvavoetsecuritystandards.o 2 and “Resulls® means the Report on
Compllance and any assoclated worklng papers, notes and other materials
and tnformation generated In connection with an Assessmont, includiag a
copy of this Agreement, Notwithstanding any agreement between the
partles 1o the contrary and ta meet compllante requiraments Tmposed by
the PCI 85C, Cllent undeestands and sgreas that, without furiher permission
fram Client, Coalflre will be permitted to submit the Results of each
Assessmenttoa fequesitng Organhaation,
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