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C®ALFIRE

IOWA COURT INFORMATION SYSTEM

2019 - lowa Court Information System - Red Team | April 17, 2019

Service Order
By signing this service order

System ("Client”) (each, a “Party” and collectively,

(“Service Order”), Coalflre Systems, Inc, {“Coalfire”) agrees to provide to lowa Court Infarmation

the "Pariles”) the services more fully described herein {"Service(s)"} and

the applicable deliverables more fully descriped below.

In lts delivery of the Services, Coalfire will endeavor to meet the following objectives:

o Red Team Test

Key Deliverables

ed Team Operations

» Coalfire wilk provide a dalalled raporl which complies the rasulis of the Red Team Test. Apperidices may atso be provided which include raw
outcome of automated tools used during fhe exerclse.

Engagement Scope

“General Client Informtation

« Headquatters: Des Molnes, 1A ;
+ Number of Employses: ~1,500

Outsidefintetnet-hased Attacks

st

Outstdefinternel-hased allacks are thoso executed as an anonymous, Internet-hased atlacker, Such attacks
ray target any/ali of the following:
» External Nebwork Penelration Test
- Approximale Size of Attack Sudace: 200 IPs
+ Apptication Penetratlon Tost
- Approximate Number of Appllcations te targel: 2 Applications

A i

Paople-Targeted Attacks

People-tergefed attacks Include sending mallcious emalls and making phons calls as attempls lo garner
ciadanttals or other sensltive Informalion which may ald other attacks,
Phishing in combination with Pretexting calls.
Full scope on social englnesring fo galn foothold.
«  Physical Soclal Engineering forup to 3 Locatlons
»  Sochl Englneering Gampaigns targsled at ICIS employess

s Pratext Phone Calls .
«  Coalfite Wil leave behind malicious devices, such as thumb drives, nelwork devices and CDs

Assumed Breach Internat Attacks

1f external attacks are not successful an assumed breach scenarlo will bo sxeculed. Assumesd breach
intemal attacks take the perspective of an affacker who has sucesssfilly galned access lo your internal
notworks and targats your internal networks, hosts, networking gear, and applications. Alfacks viithe
cariled oul by a secuse device provided by Coalfise to be placed on the target nelworks.

+ Infernal Network Pensttation Test
- Approximate Size of Attack Surface: 4800 1Ps
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Physical Attacks are those which require proximily to your facilifles and typleally Includs aftempts to gain
unauthorized access fo your building(s) and, subsequently, your Internal network assets. Due to proximity
requlrements, physleal altacks may also Include targeling your vireless Infrastructure to altempl gaining
unauthorized and persistent access {o the Infernal nelwork.

Physleal Penetralion Test targets your facliflesulldingsflocatlons.

Physlcal Attacks

Number of ocallons In scope:3

Approach: Saclal englnesring focused - imited technlcal physical epproach
« locatllon 1: Polk Courthouse
«  Locallon 2: Logatlon within 20 miles
«  Location 3; Location within 20 mifes

- Attempt fo physically galn Internal nabvork access
-~ Atterapi fo colieet physleal documentatton at up to 3 locations
- Altermnpt to ualn natwork aecass io facilitate persistent access

Wirsless penetration lests atternpt to gain unauthorzed access to your Internal network via your wireless
infrastruclure.
@

2in
w
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Number of locatlons In scope: 1
Approximate # of $510s In thfs locatlon: 2

Wireless Penetration Test

Services and Priclng

_ Pricing for Fixed Fee Services
RVI

Red Team Operations
Involce 1, 650% of the fixed feo upon Project Charter
lnvolee 2: 60% of the fixed fee upon delivery of a draft report

$75,000.00

" Tolal {ixed feas, excluding fravel* a
sGoalfire Wil involce Cllent for irave! and other related expensses Incurred In accordance vith Coalfire's Travel and

Expense Polley.

$75,000.00
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ACCEPTANCE

This Service Order Is effective as of the dalte of Coalfire’s signature below {“Effective Date”). THE TERMS OF THE MASTER
AGREEMENT EXECUTED BY CLIENT AND COALFIRE GOVERN THIS SERVICE ORDER, AND IF NO SUCH
AGREEMENT EXISTS, THE TERMS OF COALFIRE'S SERVICE AGREEMENT AVAILABLE AT
hitps:Hwww.coalfire.com/service-agreament APPLY AND ARE HEREBY INCORPORATED BY REFERENCE.,

ADDITIONALLY, ALL APPLICABLE TERMS AT THE FOLLOWING LINK SHALL GOVERN THE SERVICES PROVIDED
HEREUNDER AND ARE HERBY INCORPORATED BY REFERENCE, ALONG WITH ALL APPENDICES ATTACHED
HERETQ, IF ANY: hitps://www.coalfire.com/documents/agroements/requiretnents-and-assumptions

r“DocuiLﬁ?alf"e Syslems, n

Signed; M Z ;/

Slgned: Lb‘(AU\: ﬂwdmow

DDATEOSI4 D540

e ool

Name: pylan Anderson

Tille: j r ﬁ, .

Title; vice President, Business; bevelopment

Date: 5/29/2019 | 8:28 AM MOT

Dale: 6"; /9— g; /r) 9

Ihvolcing Information {to be completed by Client)

(1o

PLEASE SEND INVOICES TO;

Name: (DO\('{‘A G‘Pl{)f(}\lv}h

Accounis Payable Emall Address:

Phone Number: 55— RL{?H 1,/'777

Emali Address; | axin, acl Lo idh@ covncondds. o/ Required involaing Inslruclions (fapplicable)
1 e
|\

is a Purchase Order Recuired;

+ PO (If required):
« Please ssnd a copy of the PO (o
Inyvoices@coalfire.com and ardemrocessing@coalfire.com

Kindly return the signed service order to the attention of Gil Urena | gil.urena@coaifire.com.
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