C®ALFI

SOCIAL ENGINEERING AUTHORIZATION

Dales Seplember 81, 2019 — Septamber 13%, 2019
Cllant lowa Court Informalion Systern
Assessors Coalfire Employees ~ Justin Wynn, Gary De Morcurio, Jakob Nelson

Under a conlract with lowa Court Informatlon System pursuant to Service Order R 1) @ coalrire
has been requested to perform Physical Soclal Engineering to altempt fo gatn access lo lowa Court
information System resowrces, These altempts may include any of the followlng tasks:

o lmpersonating staff, contractors, or other Individuals

o Providing false pratenses to galn physlcal access to facllities

e *Tallgalting” elployaes into facliittes

o Accessing reslricled areas of fagllillos
Tasks that shall not be performed Include:

¢ Alarm subverslon

»  Force-apsn doors

o Accessing environments that require Personal Proteclive Equipment
Our polits of contact for this engagement are:

et b

Andraw Shirley

Mark Headleo Director/CIO §16-348-4823
Jolin Hoover ln[raslruclure Manager 615-_:_348-4??7

a

By slgning below, | have authorized this activily:
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